















chapter -4 computer virus 
this chapter cover 
· Introduction to computer virus 
· Evolution of computer virus
· Cause of creating computer virus.  
· What does a virus spread ?
· Symptoms of computer virus. 
· Various example of computer virus .
· Methods of preventing virus infection .
· Antivirus  
[bookmark: bookmark0][bookmark: bookmark1]Introduction.
A virus is a parasitic computer program that can copy itself and infect a computer. The insertion of the virus into a file is termed as infection and the infected file is called a host. Viruses can increase their chances of spreading to other computers by infecting files on a network file system or a file system that is accessed by another computer. Some viruses do nothing beyond reproducing themselves. Some types of viruses are relatively harmless. Their purpose is to annoy their victims rather than to cause specific damage. Other viruses are really harmful and can do great damage to a computer system if permitted to run. They interfere the normal functioning of the computer. The nature of most of the viruses is destructive. Viruses usually operate without the knowledge or desire of the computer user. A computer virus is a program that modifies other programs by placing a copy of it inside them.
Evolution of computer viruses
In 1949, A Hungarian Mathematician John Von Neumann introduced the concept of replication. In his article he explained that a computer program could reproduce. In 1986, two Pakistani brothers Amjad and Alvi created the world's first PC virus named C-Brain. It was a file infector virus created to stop the pirated copies of software's. In 1988 two new viruses appeared: Stone, the first bootstrap sector virus and the Internet worm. In 1992,Michelangelo andin 1999 Melissa, macro virus which spreads through e-mail disabled e-mail servers around the
world. In 2000 the I Love You virus has infected almost 1 out of 5 PCs around the world. It is estimated that this virus has created a loss of US$ 10 billion. Now a days the number of viruses are increasing day by day. At present there are thousands of computer viruses.

Cause of creating computer viruses
There are many reasons for creating computer viruses, some of them are given below |
· Viruses are created by programmers to stop software piracy. They themselves attached viruses to the software programs for reducing piracy.
· Viruses are created for entertainment as they displays funny messages or pictures on the screen to entertain computer users.
· Viruses are created by programmers to show their programming skills and talent.
· Viruses are created by software developing companies earn more money.
· Viruses are created to steal important and sensitive information like credit card numbers, passwords, personal details etc.
[bookmark: bookmark2][bookmark: bookmark3]What does a Virus do?
a. These harmful, small programs carry a negative effect, such as causing a program to operate incorrectly or spoiling a computer's memory.
b. Copy themselves to other programs or areas of a disk.
c. Display information on the screen.
d. Destroy data files.
e. Erase the contents of the entire disk.
How does a Computer Virus spread?
a. When we share a copy of an infected file with other computer users.
b. If we download files from the Internet.
c. When we copy programs or files from others pen drives and memory cards which are infected from virus.
d. Some virus may spread through e-mail attachments.
Symptoms of Computer virus.
a. Programs take longer time to load into the memory.
b. Increases file size and use of disk space as virus attaches itself to many files.


c. Strange error messages appear.
d. A change in dates against the file name may happen.
e. The pen drive or hard disk is suddenly accessed without any logical reason
f. Renaming the disk files with different names.	j
g. Damaging the files containing important data.
Various examples of computer virus
There are more than thousand different examples of viruses. Different viruses have different ways of infecting a computer. On the basis of their ways of infection viruses are categories into different types. Some of them are as follows.
 (
i
.
)Boot sector or System sector infector virus.
This type of virus affects the boot sector of a floppy or hard disk. This is a crucial part of a disk, in which information to start the computer (booting) is present .The best way of avoiding boot sector viruses is to ensure that floppy disks are write-protected and never start your computer with an unknown floppy disk in the disk drive.
Examples of boot viruses include: Polyboot.B, AntiEXE., Form, Disk Killer, Michelangelo, and Stone virus.
ii. Memory Resident Viruses
This type of virus permanently resides in the RAM memory. From there it attacks all the programs that goes to RAM for execution and corrups files and programs that are opened, closed, copied, renamed, etc.
Examples include: Randex, CMJ, Meve, and MrKlunky.
iii. Multipartite Viruses
These viruses have the features of both boot sector virus and program virus. SO, they can infect both boot sector of the disk or application programs. Multipartite viruses are distributed through infected media and usually hide in the memory. Gradually, the virus moves to the boot sector of the hard drive and infects executable files on the hard drive and later across the computer system.
Examples include: Ghostball, Tequila, Russian virus, Invader, Flip.
iv. [bookmark: bookmark4][bookmark: bookmark5]Macro Virus
Macro viruses infect files that are created using certain applications or programs that contain macros. These mini-programs make it possible to automate series of operations so that they are performed as for a single
action, thereby saving the user from having to carry them out one by one. This virus targets the MS-Word, MS-Excel documents containing the Macro code Examples of macro viruses: Relax, Melissa.A, Bablas, O97M/Y2K., DMV, Nuclear
. ■■


v. polymorphic Virus
Polymorphic viruses encrypt or encode themselves in a different way (using different algorithms and encryption keys) every time they infect a system. As these viruses are different in each infection, it becomes impossible for anti viruses to detect them.
Examples include: Elkern, Marburg,Satan Bug, and Tuareg.,Phoenix, Virus 101.
vi. File Infectors virus or application program infector virus.
This type of virus infects programs or executable files (files with an .EXE or .COM extension). When one of these programs is run, directly or indirectly, the virus is activated, producing the damaging effects it is programmed to carry out.
Examples include: Cascade virus, Cleevix  virus, Sunday.
vii. Stealth Viruses
Stealth Viruses is one of the most dangerous type of viruses which takes up residence in computer memory making them hard to detect. It has ability to hide itself from some anti virus software programs.
Examples include: Frodo, Joshi, Whale
viii. [bookmark: bookmark6][bookmark: bookmark7]Worms
A worm virus has the ability to self-replicate, and can lead to negative effects on your system and most importantly they are detected and eliminated by antiviruses.
Examples of worms include: PSWBugbear.B, Lovgate.F, Trile.C, Sobig.D, Mapson.
ix. Trojans or Trojan Horses
Trojan horses do not have the ability to replicate themselves like viruses; however, they can lead to viruses being installed on a machine since they allow the computer to be controlled by the Trojan creator.
Examples include: Backdoor, ransomware, Trojan Spy.
Logic Bombs/Time Bomb
They are such type of viruses, which are designed to activate on a certain date
       or time. Their objective is to destroy data on the computer once certain conditions     have been met. Logic bombs go undetected until launched, and the results can      destructive.  

   Examples include: Disk Killer, Friday the 13th virus.
[bookmark: bookmark8][bookmark: bookmark9]Anti Virus
Anti Virus is a software designed to protect the computer against virus. Anti Virus tries  to detect and clean the viruses from computer system to make a virus free environment. Just as we go to a doctor and have medicines when we are sick, an Anti-Virus is used to cure the computer from the viruses. When a virus is detected the computer generally prompts us that a virus has been found and ask what action should be taken against the virus like deleting it, moving it to quarantine and so on. We can keep our computer healthy by using the latest and updated ant Virus software.
We should update our Anti-Virus software regularly. Some examples of Anti-Virus software are Norton Anti-Virus, McAfee Virus scan, PC-Cillin, Smart Dog, AVG Avira, Kaspersky Anti-Virus, Panda Anti-Virus and so on.
Methods of preventing virus infection
We should take the following precautions to protect a computer from virus infection.
a. Don't open e-mail attachments from people you don't know.
b. Install an Anti-Virus from reputed company and update it frequently.
c. Scan the disks of the computer regularly.
d. Don't use the pirated software.
e. Don't download any programs or files from the internet unless you are confirmed that they are virus free.
f. Use password to lock the computer when it is not in use.
	Full Forms

	VIRUS
	Vital Information Resource Under Seize

	MBR
	Master Boot Record.

	AVG
		Anti Virus Guard.

	MS AV
	Microsoft Anti Virus.

	NAV
	Norton Anti Virus.

	CPAV
	Central Point Anti Virus.




	Word  meaning
	

	parasite download attachment bootable disk crucial encryption
	dependent and harmful.
transfer data and file from Internet to the one's computer, a file sent along with the email message.
a disk that contains startup files.
very important.
making unreadable.



[bookmark: bookmark10][bookmark: bookmark11]Summary
· A virus is a parasitic computer program that can copy itself and infect a computer.
· Viruses usually operate without the knowledge or desire of the computer user.
· The various examples of viruses are System sector infector or boot sector Virus, memory resident, Multipartite Virus, Stealth Virus, Macro Virus, Polymorphic Virus, File infector Virus, Worm, Trojan horse, Logic bomb.
· Boot sector virus affects the boot sector of a hard disk or floppy disk.
· File infector virus infects programs or executable files with extention .exe or .com.
· Multipartite viruses have the features of both boot sector virus and program virus.
· Stealth Virus is one of the most dangerous types of viruses which take up residence in the computer's memory making them hard to detect.
· Macro viruses infect files that are created using certain applications or programs that contains macros.
· Anti-Virus is a software designed to protect the computer against virus.
· Some examples of Anti-Virus software are Norton Anti-Virus, McAfee Virus scan, PC-cillin, Smart Dog, AVG, Avira, Kaspersky Anti-Virus, Panda Anti-Virus and so on.
[bookmark: bookmark12][bookmark: bookmark13] Exercises
[bookmark: bookmark14][bookmark: bookmark15]1. Write whether the following statements are True (T) or False (F).

a. A virus is a parasitic computer program that can copy itself and infect a computer.

b. All the viruses are not harmful.	
There is no chance of spreading viruses when we download files from Internet.	
d. Programs may take a longer time to load into the memory if the computer 
is infected by virus.	
e. Boot sector virus destroys or infects application programs.
f. Stealth virus uses a technique to hide it from the user and operate system.
g. Worm virus has the ability to self replicate.
2. Fill in the blanks.
	may infect executable files with the extension .EXE .COM, .DRV and so on.
	 ………….have the combination features of both boot sector and program virus.
A macro virus is a new type of virus that infects the ……………… within a document or template.
c.
a.
d.
e.
f.
g.
3.
	is software designed to protect the computer against virus.
McAfee Virus scan is an example of	software.
	is a type of virus infects program or executable files.
  Polymorphic virus infects using different	and	keys.
Select the best answer for the following.
a. A virus is a	
i. Parasitic program.
ii. Destructive program.
iii. Both (i) and (ii).
iv. None.
b. A virus can	
i. Destroy data files.
ii. Erase the contents of an entire disk.
iii. Display the information on the screen.
iv. All of the above.
c. Symptoms of computer virus are:
i. Program takes less time to load into the memory.
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ii. Disk files may be renamed with different names.
iii. Both (i) and (ii).
iv. None of the above.
d. System sector infector virus infects	
i. Boot sector of disk.
ii. Macros within a document.
iii. All of the above.
iv. None of the above.
e. Which of the following is not an Anti virus?
i. Panda.
ii. AVG.
iii. Kaspersky.
iv. Multipartite.
4. [bookmark: bookmark16][bookmark: bookmark17]Write the technical terms for the following statements.
a. A special area of a disk where important files required to start the computer are stored.
b. A computer program that replicates itself without the knowledge and consent of the user.
c. A type of virus which infects application programs.
d. A program that tries to detect and clean the viruses from computer system to make a virus-free environment.
e. A type of virus designed to activate on certain date or time.
f. A virus having the ability to self-replicate.
5. [bookmark: bookmark18][bookmark: bookmark19]Answer the following questions.
a. What is a computer virus? Write the nature of a virus.
b. How does a computer virus spreads from one computer to another? Write any four points.
c. Write the common symptoms of computer viruses.
d. What can a virus do to a computer? Write in points.
e. Write any four reasons why viruses are created.
f. How do boot sector viruses affect a computer?
g. What is Anti  virus software? Name any 4 Anti virus software.
h. How can we protect a computer from virus infection?
